Windows XP: Dial-Up Networking
Before you begin, make sure that you have the following items:
1. A modem.
2. An ANL domain account.

a. If you know your ANL domain account and you want to test it or change it, go to
https://credentials.anl.gov

b. If you do not know your ANL domain account information, call Account Services at 2-
9999 and ask for assistance.

3. Cisco VPN Client Software, found at https://credential.anl.gov.

Your Windows XP computer must be configured to use special telephone access humbers that route
directly to the Laboratory's remote access termination equipment.

= Local calls: Special dial-up telephone circuit numbers are provided for users so that those
telephone calls will be charged by the telephone carrier as a local telephone call. Local telephone
calls are calls in the Bank "A" zone, which are eight calling miles or less. To find your dial-up
access telephone number, please go to Focal dialup.

= Domestic long distance calls: CIS provides a 1-800 access number for people traveling outside lllinois
but within the United States. This 800 number is restricted to ANL use only: 1-800-997-1926.

= International calls: CIS also provides a long distance international number serving people outside
the United States: 630-972-2050. The caller is responsible for phone charges to this number.

The Laboratory dial-up access system supports V.90 compliant 56K modems that achieve actual
connection speeds of up to 53.2K. Actual speeds will vary according to the quality of the telephone line
between the home and the serving central office. Typical connections should range from 33.6 to 50K.

There are two steps in achieving a successful dialup modem connection to the laboratory network. The
first step is to configure the Windows dialup networking properties. The second step is to configure the
Cisco VPN Client software.

STEP 1: Establishing a PPP Dial-Up Connection

1. Click on the Start menu, and select Control Panel.
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Note: If you are running Windows XP in classic mode, select the Start menu, select Settings, and then
choose Control Panel.
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2. Click the Switch to Classic View icon.
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3. Double-click the Network Connections icon.

4. Click the Create a new connection icon.
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5. Click the Next button.
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6. Select Connect to the network at my workplace. Click the Next button.
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7. In the Company Name field, enter “Argonne Network” to identify your connection. Click the Next
button.
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Type a name for thiz connection in the following box.
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For example, you could type the name of your workplace or the name of a server you
will connect to.
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8. In the Phone Number field, type in the phone number you wish to dial. Click the Next button.



Available phone numbers to use are:

Long distance 1-800-997-1926 33.6K/56K
Local FOCAL Dial-up XXX-XXX-7755 33.6K/56K
International 630-972-2050 33.6K/56K
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9. Select My Use Only. Click the Next button.
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10. This completes the steps needed to create your Argonne Network connection. If you want a shortcut
icon on your desktop, check Add a shortcut to this connection to my desktop. Click Finish.
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11. On your desktop double-click your Argonne Network shortcut icon, or click on the Start menu, then
click Connect To, then select Argonne Network.
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Click the Properties button to verify your settings. Make sure the correct modem is set up and selected,
and make sure the telephone number is correct.

"~ Argonne Network Properties

General |D|:-tions || Security || Metworking || Advanced|

Conhhect using:

|@ Modem - Zoom External W92 Yoice Fasmodem [COM1] |

Phone number

Area code Phone number:

18003571925 | [ Atemates |

Country/region code

[ Use dialing nles Dialing Rules

Show icon in hotification area when connected

(¢ ) (cwen ]

Select the Options tab.
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Select the Security tab.

Select the Networking tab.

"~ Argonne Metwork Properties

General | Options SBCU'“.';' |Networking || Advanced|

Security options
() Typical recommended settings)

Validate my identity as follows:

|Allow unzecured pazsword ¥ |

[ 1 Automatically wse my WWindows logon name and
pazzword [and domain if any)

Fequire data encrpption [dizconnect if none]

() Advanced [custom settings)
Using theze settings requires a knowlzdge

of security protocols, setlings...
|nteractive logon and scripting
[ Shaw terminal windaw
[] Run script:
Edit... Browse..
[ Ok ] [ Cancel

- Argonne Network Properties

| General || Options || Securit_l,l| Netwarking Advancedl

Type of dial-up server | am calling:
| FPP: WwWindows 95/98/MT 4/2000, Internet w |

O g File and Printer Sharing for Microsaft Netwarks
g Deterministic Netwark Enhancer

18], Client for Microsoft Netwarks |
Inztall... Unirztall

Description

Transmizgion Control Protocal/intemet Pratocaol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected networks.,

[ ok ] [ Cancel




Highlight the Internet Protocol (TCP/IP) line and select the Properties button. Click OK.
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Select the Advanced tab.

'~ Argonne Network Properties

| General | Options | Secuity | Networking | Advanced

Intermet Connection Firewall

[] Pratect my computer and netwark by limiting or preventing
access to this computer from the Intermet

Leam more about Internet Connection Firewall
Internet Connection Sharing
[ Allowy ather netwark. users ta connect thraugh this

computer's |nternet connection

| Establizh a dial-up connection whenever a computer oh
my network, attempts to access the Intemet

| Asllow ather network Lsers to contral or disable the
shared Internet connection

Leam mare about Internet Connection Sharing.

Seftings..

[ Ok ][ Cancel ]

When finished select OK.



Select DIAL to connect to Argonne’s network.

The following windows should appear.
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Cancel
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13. When you are connected, an Argonne Network connection icon will appear in the lower right corner
of the toolbar. Right click on it and select Status; the following screen will appear. This window shows
your connection status, connection duration, and your connection speed.

General | Details |
Connection
Status: Connected
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Speed: 36.0 Kbps
Activity
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Bytes: 9,756 5,435
Compression: 0% 0%
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Click the Details tab. This window shows your device type and brand name, server type, transports,
authentication type, and server and client IP address assigned by the dial-in server.
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THIS COMPLETES THE FIRST STEP IN ESTABLISHING A CONNECTION TO THE LABORATORY




STEP 2: Establishing a VPN Connection

After establishing a PPP dial-up connection to the laboratory, you will need to run the Cisco VPN software
to reach behind Argonne’s firewall.

Go to the Start menu, and select All Programs, then Cisco Systems VPN Client Program, then VPN
Client. The following screen will appear. Highlight the ANL-E VPN line and select the Connect button at
the top.
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The following login screen will appear: Enter your ANL domain Username and Password, and click OK.
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After authenticating, the Federal US Government Warning Banner will appear. Select Continue.
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Usgers have no explicit/implicit expectation of privacy. Al files may be intercepted, monitored,
recorded copied, audited, inspected, disclozed to autharized law enfarcement officials, domestic ar
foreign. Unauthonzed improper use of system may result in disciplinany action,

civil/criminal penalties. Using this systen indicates pour conzent. LOG OFF IMMEDIATELY if you
do rot agree to these conditions. Read www.cio. anl. govAwarning, html
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This completes the VPN connection process. Right-click the VPN Dialer Lock in the right corner of the
toolbar to see statistics, etc.
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Client: 130.202.232.200 Entr: AMLE WPM
Server;  1301202.228.253 Tirme: 0 day(s], 00:06.45
Bytes Crypto
Received: 4464 Enciyption: 168-bit 3-DES
Sent: 8830 Authentication: HMAC-MDE
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h Encrypted: 31 Tranzparent Tunneling: Active on UDP part 10000
: Decrypted: 26 Local LAN: Dizabled
b Dizcarded: 30 Compression; Mone
Bypassed: 480
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THIS COMPLETES THE SECOND STEP IN ESTABLISHING A CONNECTION TO THE
LABORATORY; YOU ARE NOW CONNECTED TO ARGONNE’S NETWORK BEHIND THE
FIREWALL.

Disconnecting

1. Disconnect the VPN connection: Right-click the VPN Dialer Lock icon in the lower right corner of the
toolbar. Select Disconnect.

2. Disconnect the PPP dial-up connection: Right-click the Argonne Network icon in the lower right
corner of the toolbar. Select Disconnect.
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